
	



  Skip to main content
  
	
  
    
        
            
                
                    
                
            
            Global main menu

            	StudyStudy
Close menuSkip to next tab

    Areas of study

    	Foundation courses
	Biological and biomedical sciences
	Business and management
	Chemical sciences
	Comparative literature
	Computer and data science
	Dentistry
	Drama
	Economics and finance
	Engineering
	English
	Environmental Science
	Film studies
	Geography
	Global Development
	Global Health and Development
	History
	Law
	Liberal arts
	Linguistics
	Materials science
	Mathematics
	Medicine
	Modern languages and cultures
	Physics and astronomy
	Politics and international relations
	Psychology





    Study at Queen Mary

    	Undergraduate study
	Postgraduate study
	Online study
	International students
	Short courses
	A-Z undergraduate courses
	A-Z postgraduate taught courses
	A-Z PhD subjects
	Degree Apprenticeships
	Summer school





    Experience Queen Mary

    	Why Queen Mary?
	Accommodation
	City campuses
	Open days
	Student life
	The London advantage
	Explore our campuses









	AboutAbout
Close menuSkip to next tab

  	About home
	Giving
	Welcome
	How to find us
	Calendar
	Our history
	Alumni
	Local community
	Global
	Facts and figures
	Freedom of information
	Who's who
	Sustainability
	Arts and Culture
	The Medical College of Saint Bartholomew’s Hospital Trust
	Equality, Diversity and Inclusion
	Volunteering
	Active Curriculum for Excellence









	ResearchResearch
Close menuSkip to next tab

    Research and Innovation

    	Research home
	Strategy, support and guidance
	Research highways
	Featured research
	Facilities and resources
	Publications
	Postgraduate research degrees
	News
	Research impact
	Research culture





    Research by faculties and centres

    	Humanities and Social Sciences
	Medicine and Dentistry
	Science and Engineering





    Collaborations and partnerships

    	Collaborate with us
	Contact us











        

        
      			[image: Return to the Queen Mary University of London homepage]
    		
        
            
            Find an expert
            
            
                
                    
                        
                            Search
                        
                        
                            
                                
                            
                        
                    
                
                
                    Search Queen Mary University London website
                    
                    
                    
                        
                            
                        
                    
                    
                        
                            
                                Close
                            
                            
                                
                                    
                                
                            
                        
                    
                

            

        

    

    


    
        
            
                
                    Home
                    
                        
                            
                            
                            
                            Back to home
                        
                    
                    
                        
                            
                              
                            
                        
                    
                

                
                    
    Study

    
        
            Areas of study

            	Foundation courses
	Biological and biomedical sciences
	Business and management
	Chemical sciences
	Comparative literature
	Computer and data science
	Dentistry
	Drama
	Economics and finance
	Engineering
	English
	Environmental Science
	Film studies
	Geography
	Global Development
	Global Health and Development
	History
	Law
	Liberal arts
	Linguistics
	Materials science
	Mathematics
	Medicine
	Modern languages and cultures
	Physics and astronomy
	Politics and international relations
	Psychology


        

        
            Study at Queen Mary

            	Undergraduate study
	Postgraduate study
	Online study
	International students
	Short courses
	A-Z undergraduate courses
	A-Z postgraduate taught courses
	A-Z PhD subjects
	Degree Apprenticeships
	Summer school


        

        
            Experience Queen Mary

            	Why Queen Mary?
	Accommodation
	City campuses
	Open Days
	Student life
	The London advantage
	Explore our campuses


        

    



	About

	
		
				About home
	Giving
	Welcome
	How to find us
	Calendar
	Our history
	Alumni
	Local community
	Global
	Facts and figures
	Freedom of information
	Who's who
	Sustainability
	Arts and Culture
	The Medical College of Saint Bartholomew’s Hospital Trust
	Equality, Diversity and Inclusion
	Volunteering
	Active Curriculum for Excellence


		

	



    Research  

    
        
            Research and Innovation

            	Research home
	Strategy, support and guidance
	Research highways
	Featured research
	Facilities and resources
	Publications
	Postgraduate research degrees
	News
	Research impact
	Research culture


        

        
            Research by faculties and centres

            	Humanities and Social Sciences
	Medicine and Dentistry
	Science and Engineering


        

        
            Collaborations and partnerships

            	Collaborate with us
	Contact us


        

    



                

            

        

    



    
        IT Services 

        
            
                
            
        
    





    
        
            
                IT Services 
                

                    
                        
                    

                    School home
                
                

                    
                        
                    

                
            

            

                
                    Section navigation

                    	Our Services
	Services for students
	Services for staff
	Service Catalogue
	Services for visitors
	Service Desk
	Services for Research
	Services for Education
	Ideas Forum
	ITS Business Management




	Service Status
	Help & Support
	For Students
	For Staff
	For Visitors
	Service Desk Support




	Research
	High Performance Computing
	Research Enablers
	Pre Award Support
	Team Members
	FAQs




	Education
	About Us
	TEL Applications
	Learn & Network




	Projects
	Project Governance
	Current Projects




	Internal News and Updates
	Cyber Security
	Training
	Security Advisories
	Cyber Awareness Month
	Email Security
	 Information Security
	Events




	About ITS
	Contact Us
	Governance & Committees
	Feedback & Suggestions
	IT Services Staff







                


            

        

    


    
        

    


  
  
  
  
  
    Breadcrumb

    
  			IT Services
	About ITS
	Governance & Committees
	Governance
	Policies


    

  

  
  
  
  
    
        
            
                
                  In this section

                    
                        

                        
                            
                        

                    

                    
                        	About ITS
	Contact Us
	Governance & Committees
	Governance
	Our governance committees
	IT Lead Team
	IT Senior Management Team
	Domain Team Lead
	Change Advisory Board
	Project Board
	The Architecture Review Board 
	Infrastructure Governance Board




	Service Management
	Policies
	IT regulation
	Guidance on the Council Regulation








	IT security
	Risk Management
	Forms and Templates
	Process
	Health and Safety
	Covid-19












	Feedback & Suggestions
	IT Services Staff


                      

                

            


  
  
  
    
   Policies



   
   
  
    
    This page contains a list of IT Services Policies and Standard Operating Procedures (SOP) that help to define how the department operates. Overarching policies can be found on the QMUL Policy zone.

The documents remains active until it is superseded and a new version is uploaded. If it is deemed no longer valid then the document is retired and removed from the list below.  

Governance Frameworks

IT Governance Framework - Under Construction

IT Project Governance - Under Construction

 

 

Information Security & Data Governance (SOP) Policies

IS01 Information Security & Acceptable Use Policy [PDF 313KB]
Approved by:  ITLT Last Review 27.07.23                                                                                           

DG00 Review and Update of Polices [PDF 250KB]
Approved by: ITLT  Last review: 01.12.22

 

Managing Information
DG01 Information Risk Assessments [PDF 365KB]
Approved by: ITLT  Last review: 02.02.23

DG09 Information Classification [PDF 391KB]
Approved by: IGG  Last review: 24.06.2022

 

Procurement & Confidentiality
DG03 Third Party Access to Information [PDF 429KB]
Approved by: ITLT  Last review: 02.02.23

DG04 Contracting for IT Services [PDF 547KB]
Approved by: ITLT  Last review: 20.02.17

DG07 Procuring IT Hardware & Software [PDF 270KB]
Approved by: ITLT  Last review: 02.02.23

 

Operations
DG08 Implementing IT Systems [PDF 369KB]
Approved by: ITLT  Last review: 02.02.23

DG06 IT Incident (Malfunction) Reporting [PDF 354KB]
Approved by: ITLT  Last review: 10.12.21

DG10 IT Equipment Disposal [PDF 266KB]
Approved by: ITLT  Last review: 02.02.23

DG17 IT User Account Management Policy [PDF 273KB]
Approved by: ITLT  Last review: 02.02.23

DG19 IT Remote Access [PDF 397KB]
Approved by: ITLT  Last review: 31.03.17

DG20 Access to and Use of Email
Superseded by: IS01 Information Security & Acceptable Use Policy - 27.03.23

DG23 Computer Room Operation [PDF 408KB]
Approved by: ITLT  Last review: 29.06.20

DG24 Working in Secure Areas [PDF 241KB]
Approved by: ITLT  Last review: 02.02.23

DG25 Configuration, Change and Release Management [PDF 272KB]
Approved by: ITLT  Last review: 02.02.23

DG28 Network Management [PDF 665KB]
Approved by: ITLT  Last review: 31.03.17

DG29 Acceptable Use of IT
Superseded by: IS01 Information Security & Acceptable Use Policy - 27.03.23

ITS Computing Device Policy [PDF 601KB]
Approved by: ITLT Last review:  23.03.21

ITP07 - Self Managed Devices  [PDF 360KB]
Approved by: ITLT Last review: 22.03.22

 

Security
DG05 Information Security Incident Reporting [PDF 269KB]
Approved by: ITLT  Last review: 02.02.23

DG11 System Access Controls [PDF 355KB]
Approved by: ITLT  Last review: 08.07.20

DG12 Cryptographic Controls [PDF 247KB]
Approved by: ITLT  Last review: 02.02.23

DG18 Password Management 
Superseded by: IS01 Information Security & Acceptable Use Policy - 27.03.2023

DG21 Disconnection from the system
Approved by: ITLT  Last review: Retired

DG27 IT Security Incident Management [PDF 284KB]
Approved by: ITLT  Last review: 10.12.21

Secure Desk Working Policy
Superseded: IS01 Information Security & Acceptable Use Policy - 27.03.2023

 

System Recovery
QMUL BC Policy V1.5.pdf
Approved by: ITLT  Last review: 29.01.21

DG26 System Backup and Recovery [PDF 264KB]
Approved by: ITLT  Last review: 02.02.23

 

Logs & Audits
DG13 Managing Information Records
Approved by: IGG  Last review: Retired

DG22 Maintenance of Security Logs [PDF 537KB]
Approved by: ITLT  Last review: 22.03.18



 

IT Related Policies

If the link does not work copy & paste the URL into your browser.

 Information Governance

Records Management

Managing Electronic Information

Data Protection Policy [PDF 268KB]

Janet acceptable use policy

Central Print Policy [PDF 498KB]

Patch Management Policy [PDF 717KB]

BYOD Policy [PDF 523KB]
BYOD Appendix - B [PDF 244KB]

Guidance Documents

ITS Device Policy Guidance v2.4 [PDF 428KB]

Guidelines on Cloud Services [PDF 669KB]

Web Application Guidance [PDF 1,000KB]

SDD and NCR Naming Convention [PDF 704KB]

Guide to current service offering - PC and Print May 2016 [PDF 88KB]

IT Service Offerings Description Document v4.0 [PDF 954KB]

Guidance for Recruiting Individuals [PPT 479KB]

IS14 Staff Travelling to High-risk Countries [PDF 1,217KB]

  

Risk Management

QMUL Risk Policy

QMUL Risk Management
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